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Decision/action requested

It is requested to consider these comments on test data for SUCI computation.
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3
Rationale

According to the clause 9.11.3.4 of TS 24.501 [1], the shceme output is specified as follows.

"The Scheme output field consists of a string of characters with a variable length or hexadecimal digits is as specified in 3GPP TS 23.003 [4]. If Protection scheme identifier is set to "0000" (i.e. Null scheme), then Scheme output is coded using BCD coding. If Protection scheme identifier is not "0000" (i.e. ECIES scheme profile A, ECIES scheme profile B or Operator-specific protection scheme), then Scheme output is coded as hexadecimal digits."
Therefore, test cases shall be designed accordingly.

3.2 Null-scheme

For the Null-scheme, the scheme out of SUCI is coded using BCD coding. Meanhwhile, according to the clause 9.9.3.12
EPS mobile identity of TS 24.301 [2], the MSIN was coded as BCD coding. Clause 2.2A of TS 23.003 [3] defined the MSIN as a digits. Obviously, MSIN will be coded as a BCD coding in implementation in 5G. Therefore, the scheme out of SUCI shall be the same as MSIN. 

However, S3-190116 [4] assumed that the scheme out is coding as ASCII. Hence, clause C.X.2 of S3-190116 shall be changed as follows.
C.X.2
Null-scheme
The following test data set corresponds to SUCI computation for IMSI-based SUPI and null-scheme. 

Data configured in the USIM:

MCC|MNC: 274|012

MSIN: 001002086

Routing Indicator: 3344

Protection Scheme Identifier: 00
Data configured in the Home Network:
Routing Indicator: 3344
Protection Scheme Identifier: 00
SUCI sent by the UE

0172241033440000001002086F
C.X.3
ECIES Profil B

For the ECIES profile, S3-190116 [3] also assumed that the plaintext (i.e. MSIN) is coding as ASCII before ciphering. However, every BCD coding number is represented by 4 binary numbers, known as a hexadecimal digit. Therefore, as the hexadecimal digits, MSIN can be ciphered directly by the ECIES Profile B, without any translation from BCD coding to ASCII. Hence, clause C.X.3 of S3-190116 shall be changed as follows.
C.X.3
ECIES Profil B
The following test data set corresponds to SUCI computation for IMSI-based SUPI and ECIES Profil B. 

Data configured in the USIM:

MCC|MNC: 274|012

MSIN: 001002086

Routing Indicator: 3344

Protection Scheme Identifier: 02

Home Network Public Key Identifier: 04

Public key of HN: 03CEF2C76B66CEED2FF92EDB7AC3F485A502F4B287242C97564590D6A5F4971BFB

Data configured in the Home Network:
Routing Indicator: 3344
Protection Scheme Identifier: 02
Home Network Public Key Identifier: 04
Public key of HN:  03CEF2C76B66CEED2FF92EDB7AC3F485A502F4B287242C97564590D6A5F4971BFB

Private key of HN: C5AD73DB8EFDEE643BF2F653837D2D0EE1E99FE2C4AD77A8C9E515624CC99012
SUPI concealment performed in the UE as defined in Figure C.3.2-1 of clause C.3.2 

Eph. public key: 034250BDF40A17A4BB27B0BDD844A8DD0E6C7CD45115B5B910A2D6C5AD39DC53BC
Eph. private key: F17F5548D60592BED1D4ACCD62BF5A3441CA1CF69ED51499EB4B00A8FC43062B 

Eph. shared key: 8571BB1088B65C5664E436982607ED40E0987BA44E5B5A368562790064AD77E0


Eph. enc. Key:
E9764BD35ABBDE969270B9C0486F9D28
ICB: A765F3CCB37E27708FC7DD05C08F964C
Plaintext block: 001002086
 

Cipher-text vaue:
B0F4853F325D974674
Eph. mac key: 7CFFCCBC61EF316D42D9D4323878CF99D4D61C8E6C20D78D69A44F8FC6202B79
MAC-tag value:
210D6EAB510A7B67
Final output:
034250BDF40A17A4BB27B0BDD844A8DD0E6C7CD45115B5B910A2D6C5AD39DC53BC B0F4853F325D974674210D6EAB510A7B67

SUCI sent by the UE

0172241033440204034250BDF40A17A4BB27B0BDD844A8DD0E6C7CD45115B5B910A2D6C5AD39DC53BCB0F4853F325D974674210D6EAB510A7B67

4
Detailed proposal

It is proposed to accept the above changed in the S3-190116.

�Shall be changed accordingly.


�Shall be changed accordingly.








